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Abstract: Botnet is one of main threats towards the Internet. Currently, botnets can expand to the whole world due
to various types of network services, pervasive security vulnerabilities and massive deployment of networked
devices, e.g., internet of things (IoT) devices. Future botnets will become more cross-platform and stealthy, which
introduces severe security risks to cyberspace. Therefore, in-depth research on botnets can offer study targets to

corresponding defensive studies, which is very meaningful for designing an architecture to secure the
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next-generation cyberspace. Hence, an HTTP-based scalable botnet framework was proposed to address the
problems of compatibility, stealthiness and security. Specifically, the framework adopted a centralized controlling
model. Moreover, it used the HTTP protocol as the designed botnet’s communication protocol and block encryption
mechanisms based on symmetric cryptography to protect the botnet’s communication contents. Furthermore, a
secure control mechanism for multi-platform botnets was designed. In particular, the proposed mechanism utilized
source-level code integration and cross-compilation techniques to solve the compatibility challenge. It also
introduced encrypted communication with dynamic secret keys to overcome the drawbacks of network traffic
regularity and ease of analysis in traditional botnets. Moreover, it designed server migration and reconnection
mechanisms to address the weakness of single-point-failure in centralized botnet models. Simulation results in three
experimental scenarios with different levels of botnet controllability show that there is a linear relationship between
the size of a botnet and the service overhead of the related C&C servers. In addition, under the condition of the same

botnet scale, a higher level of controllability introduces a higher throughput and a greater system overhead. The

above results demonstrate the effectiveness and the practical feasibility of the proposed method.

Keywords: botnet, secure control, multi-platform architecture, advanced encryption standard

0 5|5

AR, ARG B LSS 318 8 e A0 HL B
W EES), B WK, AT
MNITARE, B ERNAT AT LA R R 48 i
KBTI SRTHT, PRES Ik T ok 11 2 %
Zfad, UaAfiiEgikss (DDoS, distributed
denial of service) NERM Z AT FBJZ H
RT3, BnEsh 2Kkl Bing apa st
SR R AR SR, JEPI4ER) DDoS Bk
PEOREIG K, WlimEELL 5 k3] 7 TB &
ll, DDoS [t Tuir A 5PN (ToT) K JE s &
FHTEHAR G . BRI 2% 515 B %2 4= (ENISA)
TEHRATI 2021 4E &R g P, DDoS 3
d AR A EE R SR AN, OB R A
T EUE S — RO LT B, I & N 5G
W2 et — 2P B T DDoS BB T BRI
Bohy BARAEIR ARG %, H R SRR
FIEFN R IR KA AE, 87 AT IR H A )
FEHRE 7, KB E 558 FBAIRTE N
FEo M4 DL )22 42 /3 ] SAM Seamless Network
EM, 2021 AR A T L 9 (LIRS YIE R R
FIM 25 Xk, Mirai 1 Mozi 18 7 W 4538 75 R S 1
INEERH TIRE, AL TN A RS A
FiatE. EOHET MY 5 S RIRA T, WL
DT AR R 2% B I FU SR BERT TN R, R
LB R B, XTI — Mg e 4

Bidris R HA EEE L.

I FH BRI AR, SCIATY fE R E S 2%
A T MR A GBI R 45t B AR R
v AR 7 A P ) R 451 E AR e
JE T 7E 5L bR ER 5% PRI AF A 22 4 s T ) Mo s H
br, ¥R ER IR, BT
MIAF G P R T 7 ML 2R a1 e B v 2 4
Mo FHeL b, BIRPAN I ) R B e R
SRR R . Ak, TR AR,
RN BE R A AN 2 A TR 10 24 o 1L £ 4
ANBEM A, O TR ATREY K M2 JUE, @b
SR TR ELAR AR 7 R 1A St 2 P R E P e )
I, — RS T 1) 2 AT & 480 B R T et
iAok By . {8 7 48t NI 57 I B
w, HTIANZERNFRESZ, I H BN
P 2wl A Wi A, RS 0ME ) M 2% Re g
WAHMGIH. NTREmLS5E (C&C,
command and control) JIRZ5#5TE 4 FIPAT R,
PE B R B ARBGE BOR, TR R Hoe e
(ROARE ! X g 4 1) v

BT Bk, ASHRH T —NEET HTTP
IR A 7 LK AESE, I HELRET X 2 P Y i
AL ISR L, R ARSI R JZE T % e
B R, AT AS [R1IE AT IR B4 R ) B
s BEAk, B R RE S 4 T NS [ Dh Re s
P Al Rt RiEmAES B S, BAEK
IRy etk dE—DHh, ASCHRE T M2



<44 - W2 55 (5 B 22 Al H9%

-6 BRI AR T R 2% e gl i, DU R [H]
AR X 4% AL 1) e 25 1 1l AT ' I 265 e 15
IR BB I ) . BRI REA R
PRI ARRD L 5 58 X B AR, e 7 He stk
R SRS RE T 4 R B . 5
WM RS s, TSN T R S S
kR UE (AES) Insi@ sl Ehxd i
{87 R AR A7 AE R S AR 55 A, VR
T IRE BT S EENS], IREES AT
PG5 . AS0K C&C R %5 2% IR 55 fig 1 1% 71
WA R B — A Web IR 55 35 F2 4L H P U 1n) iR 55
(¥ R BE AR, JE AN F MK P R R
7 HSLIR A I8 C&C IR 55 #8 X HE /M - N 4%
R BE 77, DAIGUE A SC 7 v AT 20 5 B 5
AT

1 IR

A RAB T ML I gT,  EEAR TR EXHE P
LRIGAT N H BRI B A 5 R A P 4R (G
WA, T WA S S BRI & F g o 4 =
T, XA E B AT 248 R B AT R
IS T BL . St 25O Y BotCatcher il 5245,
B TE MR AL G bl s 5 2] 77 BN IR B AR 1 PR
i, MASTR] B TR AN 4 B2 27 T4 IR 28 PRI RRALE
FH UG — R R LA o s e s 2 2 0]
MBS %, ThF TR T DA R ST 5 5
REZ ML % ) 5%, Il AR 2 S8 AN
FHIES I Re IS G R 21, SRR T
R T VR R s ARSI TR TR
BRI TV, K R s SR e RIE E AL
WA, RIrf iR e O A R E R e %, @
IR R BENLARAR SN2 2% 21 43 A8 DUk 3 5 4
(IR R SR o ARSI 7 925 (PO AR R AE T B X 4% 36
GULE MRS b, FHAS I RRAR KRR RE X
ITRMEEER, H e A bk S5 sk
Ve % v B AR X % B (R AR D T
PSS BME B S &k, BRI
O W S B RBEAT 0 R, IR 28 K
RASFR AT R . B FTE X HH ILAE BRI )
FFE P W AT 1 AT R oA 2 i A 1 4y
Br, g T WEBIAE E 2K, 1T

Xof o7 ARG B 5 0 o T B0k AR TR 5
B, FEIES AT AT HE T g RS B AT
(P X 28 i B A AT 0 AL, DA &
(IR AE SRS R, AFTEREARBO N — . = Ak
I8, TE MRS M BRI RE SRR,
SERRCRARGT IR TS o BT S AT AR
HH B A SR T B, AN 4% 22 T o € 1) 1 T 55
B S5 7 A AN AR . Bk PR BB A e, AN
Yok 77 M B AT (B 7 MR AT IR, DL 4R
BrifE SR ms it e, A —ME s . B
FWIHE, TR BT AT s, 17
B AR, AT « WHEFHT 1w
S5 AR T

B P 2% 1) B v 5 40 B0RT AR 23 A 2 T AE
BT BT BRI i 1, W
FELEFEM 3 (AR SCRT ST, Wang 20O i 1
2R FEAS A HTTP C&C {518 [ 72 3l {8 7 X 25 4
AL, [RIBS 3T F AL Bl 1 5 LA T
B, SR L — MR A P S B BB S
PERELT . BLAEAEMEE T HI. MR,
AU SRR T BEAR SR, H AR5 )
B 75 B2 MBS FROCHEMSS, B TR
AP E

ETIEEIR TR, EEIREXHE
W 26 34T iy 4 1315 1045 18 D OB AL AT T R
Wit A PSR B O R RN 4 R A
RYE . XFF HTTP BEAL, AN (I 5 BT 540
FUMRH D, (R TR EE I . Knysz 25U
7 “Wi-Fi Botnet” #2741, HAHEMKHT Wi-Fi %45
BT EIEAEY A, A ML EN, SIA R
SR RE ST, HAIEE R BRE ML 0RE A
FEEZ Wi-Fi 8\ 5 70 A B3 R PR o X T P2P
B, WMREEHRREZT, FREITHHENEZ,
LS5 A X HE LLBIR  Wang 251238 1 7 B 8
(EEE N E g A P2P %%, X35 Ay &
QBT 5 BT T VE I, (HEZ A 1)
WAIE; Han ZPHRH T — AR 4R P2P 8B M
ERERIIER 5 AMYEREIRAR AT VAL, XHE
WA AT AL R T T
HABEA M, BT RERERI THER
P P2P (B 4%, F BT P2P 4% 45 4 ik



14

KSR TR T FRAR 7 46 Y 2 A Tk - 45-

AT A Ak DT $ T8 I £ AR R B A7 3

BT HARAS R, e HE S
I 265 31 28 T ks SR e 9 E bR T AT I T . D
W PIE T Android ¥eit T M4, 4 Hd
AN G BN B R, i e ok A DLk
ITr S MfEIL, HAR BRI, 8
S AT R S SRR, HEkZ —E i@
Py Tk g RUEE T Mirai 5 75 14 24106 0 48 1 N
28993 B A% FR A AL HEAT W 9T S AN B, E Tk
WA s o 2ok @ ST Mirai I B¢ (4% 3% 5h 17 24 4
R, BFFT 7B I 2 T G A [ 1 S B ) L, X
TR BB IR SR AHRLJF K, (HEkZ 2 FEAR
S S A

b HB AR R, f¥%E e AR
PRt T AT E S s BA. XBEERAR DL &
B HE S5AT FH M R S 5| T B 2 B E
B, b E R AL IX HepE RS IR
[ fro A R U, g RS IR T 3ET
WX £ XX A JEAE Y P2P {87 4% D-BitBot 1A,
D-BitBot 73 gz il i« 538 5 SRR A
T B HRTE AN T 1 EURs T2 5 v DAL L 51
(LR AT SRR, LU E NS, JF H@En
FCRE B T A B i e SRR ) fa s
P, e T AR T, X SRR T 3
T IX BB e & 2B 248 (5855 SCBot,
IS5 P2P 45K 5 C&C RS 4% K 7 M 4%
RI3 RASTF W, 77 B A G Hp O 5 A TR R
JRAK I  P2P AR )iy A AR B R M R, FFid
o EIEGIE R T A A E SN SR S8R,
(EAEEYEY A IR I 8 3 T8 B R )48 7 T
EILTER e, ARGuIAE 7 X 25472 X 45 7 ]
(1 5 B

i LRk, R EETH T, 2T HTTP (1)
FEARAG ARV G TR/, A G Tk = LY
FEB o A BB T B A5 H PRI 005 40 SRS 25 1 75 2 5
BRAEA I RGN T SO 4%, IE R B B Re iy
KBTS Y RS R BT AR S E
W2 AR B R R IRE A Sk, AR R BN R
X FAE SR M AR 2 L E H AR
KZHOHAT O BT 2E3s, DU IR A 3 4
R PAFAT ARV B, SRR R 1

Sk 4R B S 5 750, (RN D B S
MBI LABI A

2 ET HTTP 890/ RIEBF WKEHESL

2.1 IR

B 1 JERT AT HTTP a3 A M
MAELY, ZMEHRFEAFERET HTTP MEES
AES & Faw . [ m 27 6 HARE T S SR
THEL R Dhae T o et 5l vt 3 N

B 1 2T HTTP By e {7 M HE
Figure 1 The framework of an HTTP-based scalable botnet

2.1.1 AT HTTP #9813 5 AES % 14k

o U 2 [ (E A 8 2 R HTTP A
B, i HTTP AFEZMA, HTTP fEA—4
J I N PRS2 AT DU L R AR A B
R ET . BRI, WA GR@ET
FH.ZE HTTP Flufy FORIEAT R, 75022520 1)K
LS5, SR, HTTP K8 S S\ & s s,
DR s 2125 R HL 22 A VE S RRBE M . 25 FE RN fig 25
A BT BRI G v 8, o R 25 H I &5 A AL T
XS RREHINE vk, JEHS BN S . B
T FiR5r#Hr, HTTP {518 AES XS AR N %
LT I R, FF HARYE SEPrif ol 47 77 2K
(1) 1 8 5 gt

B 55 {8 FH N %5 38 A A% AN BT £, T
B I P 2 A I AR A T [ k. S B LS
SOVHIR, BRI R R A I vk E
IR E D H IS SRR A, W R A1
IS (RRFAE DA L 55 1E 5 0 25 W A5 s T X 40
HHERA R BT ISR FR B R o X BT A28
2 SRS T v, FLIN SR I R R T R AR ) 2
B RHER D BRERE, AR 2 SRR AR I
LRGN IE T, BRRHITHLE 2 181



- 46 - W2 55 (5 B 22 Al H9%

TWEE, MM EEFEARNTER. EiEE0
& FAHHIR, BRI E R I (PR T, (R
TR TERR, DR o T8 7 I 2% 1R AR A7 3
FhRTCTANE (1) o FIRE D 2 00 B R A,
W S50 7 X 2 I8 A IR, TR AT R
SIS AT AR . X T AR SCHE H AR I 28 A
28, fE Binas e el b, R AR S g%
PN BB AS T HEAT i o T i, A SR BLR 3 Rl
.

1) {8 HTTP #4785 1 M&5r, Dhe b
(K] HTTP 7 ]

2) MHRREHA, Frd (g i 7 e O 2% i
HTTP j ia] S5 Y 5T

3) AF A RIS RE T W2 P, i
ik B B R IE A Rk BB AT A
FEAE

551 Pl AR SEBRIZ F A IR A7 1 1] REAF
R, FEEH DR TS B2 ME
S 10 o 1 A S B v, G A SR 108 £ T = AH
YR 3 MR RAERGR, RiEHE
U, AT BEAFCE PR IE A5 HE 2L REAE &) 1 1
(P T, 0 5 R RE D BRI . BT A
PLH (R P P R, S el AR 3 FP R R
ITIEEM R, 46 F B LA R —E kR
W RO, BRI vk . fEJe skt b, AT LA
FIE G A R LS G, T IA B — FhAE X 5
U 1) T 1l DA R s A o
212 @& %-F ek s h SRt

VIR AR R B RGE, DL HeS . A%k
LGN EAE RGBS AN F, |
TS TR PIAIE, X85 % K A CPU 4
. BIERGHEEAEAR, HRSZEE—K
AN 8] 25, XHE TR AR A SR Y TR
Ko A SO IR T R 2% DL N XA RN 3R
W ANTEHR, [F e Am 2 0m £ Can
R4 2% N ANIFENLE . KLHEIEIT T %
FE PR SE RS A, BT HRN  & AF 424
[, i2 A X R iR H A8 R T g
MR —FHE, SEPMN RG2S
[ FHEZEE

BT AEAVER A, (BT ERR BT A

PRUES Bt (A5, T RENE AT 5 FhE & 4
fE. Bk, BIREF RS RREN T BT
RIE RS, PLORUEH R AR & T &2 5.
EFXE HTTP S RrE, AT E 27 R
PR B R R 2 —RIESPATE T AR,
SR RE NG DR fe /M, DA B H S AT H K
wiEm /MU H B AT S, ASCRTFETE
JPEZLL TSGR MEEAE, FdEE 51
SR I R PR DR, B 2R DI RE I T B AR
PO TR R, SCRALT a4 1
LE
2.1.3  HEET Y Bk 5T A Rt

EZ Mt 7 AHRBC & 2 FhIs iR A 3R
B, Iy v RS My R S A R — A
HERHE . ATy R AME T Mg R R AE T R T
Wi R Thfie RiE 2 AL RE S, IFREIZ F 4
Dhre s m a8 /o

xRS BEREE S . MR
A IR R BRI SR IR R TR UL
(user interface) FLIHIRAZFEEANM LS, fof2E—
SR ERE IR %N SO N1 & s R W v
LR, AR THE T T R A 7 I 2% 1) AT
iR
22 A RIEFMSFZIERSMARIT

ATy RAE T MEHESH ER NS A 3 A
iR UL4RI . DiRekss4. 87 F b, Ul
2 1 LA Web 1 s {E 86 i, Aes A A IS
J IR 2 I I ARG L, AR TR xR T AT R A
NIk, B TR DRSS &N C&C ik
%4 CIAIE R IR 5548 ) SUIHF RSS2 I 2 i
g5 2%, ARS8 BA M ML Thae, HRAE
PRy st E AT LA IR F D ag s 18 ENLm AR
DB S IR R g, 2 B RIR 2R, & Fh
DR R SE IR B . SR 5, B e
PRy “E T, TR RE e BA
LR IEIER; C&C RS #% . SUHFRSS 454
Ui R 5% 2 AH 24 T AR < 2487, BBGEE Tk
125 T AR LB AL, X524 AT E S )
RESCHFs TS24 LR 4 5 “fEF 7,
AR IE IR A To A AT, SEI e 5 AR
HRERAE



14

KSR TR T FRAR 7 46 Y 2 A Tk .47 -

3 HEZFEERMIEFMEREEE

3.1 HEZFARANEFEFHIELS

27 B IER ) R K H bR 2 S 2 2R
HIARP I SCRF A . BRI Ah, B 7 25 R A
% 5 LA R B ST RIs2,  dn KN A A T
A F Pl R AT N ZE 55

B 2 JeoR 1 T 1R 21 6 2R B P R A
B o

32 X GmiEIRE
S TRl A LA [ 35 2
R AR R QEMUN A JiR:

A IR ERSE 3 s B e A N C e S B

KA A

B2 T 1 2T 6 420 48 7 A 7 AR AL
Figure 2 Zombie programming mechanism for a multi-platform
architecture

T 1 2-F A 245 1Y
PR HEALR]

LA Sl

3.1.1 TRE4RASERM GG R

AT IR, fPTE SRR AR AR £
IR, N x86 64. MIPS. ARM Z414%, ifff
AT (U0 PowerPC ZEF%E), fnfa[ k18
FREFP B Z AR HR S0, RETZE
NIZFERIUR R . T BRI 5295
SEEINY, ASCRAL C EEHTESEFRE
WItR, C BEENRKEMNEFRINES, W
SR REHLIE L & R QMBS . 74l CIBE TR
TR b, RIS R BRI, KRS g 1
DN RLAE A SRS R B TR T

TEAB TR S MR T, ASCRIF L
FAR (W1 QEMU HELL) & HAHRAR A SELLMA ) 2 Fh
FRAS REAUIA S, R R e R S
IR SRR R B il P AR e I R
3.1.2 AR EFHHES

FREEBTIEEAR, HLRFmFEASE
ARTZESR. B0, {EREABRE R RS R H
W, HTHZAMMIIRE. WAASE. AT
AL R BR B, AL FFHET OpenSSL FE 1%
Mg EEE . 54k, WRE PP E T ®
B TR, RIEEE RS e, tWEIEIER IS
ATRESRRE T s an SRAE 7 RE P DA A g 12 1) U7 A
v, KSR R, B S B e AR e

ARRERES R, LR RS A F] T8
W28 i) S LB . DR, B R et
(108 7 e I 24 DS R A 11 bR 50 S BT
IBAT , DA K B EE 1 ARG o R P 3 A7 I 58 R A o

AR FH RS AR 5 i ) S 30 7 20K AES
TN THREASE T HTTP FIMSIEE S5 Gilik, f#
Ao 7 R (AR e 4 BT C 38 5 bR
NI SEBUAAS [FE AT B He 2% -
3.13 KX RE

B TS IESC R, AR S
NS K M A 8. —H M FEERX
SAE T B8 A7 i 72 AT BCRE A R T A BT AS
], IR 2518 AR 7 AT R R B My ks o 45l
i C&C JR%5#fd A/t =X, 8 EHLEH
KimtE R, 7K A 4 byte, FEHITIHEA A int 25
OE R AR 1 S S e T SN N o S
AT B8 HELIR 55 %% 0% Ox 1 T e )7 Lo st R
N 0x1000000 /4L, BUEFEP TAESR S . X
KNt R A HE 28 1A IR R, AR SCHE I 288 A i 1) J2 T
AL T — R NIRRT
ORI L E T, PR N 4 9 IR i 4
H bR &7 1y, BARSZIZE C 1B 5 et
htonl. ntohl FR%L, MIfiA BHLAE L int ZEELEHE
AL I . RIS R EEE, RN
FR/N BB A )8, AL FER TR
MR LR X, H, P RAME RS T
DL i 7 s 2 i ik &, Bk
EEUE 5 4% R B B K s g AT A
1E4#,  DAUCAR Wi (5 X0 BT i A ) K/ i g =04
— FUE AT R R
3.2 EBFENREEHEE

7 I 285 () B B M S FL e At e T HAT
FIRAN, B R 4 A KN . SR, (8
7T 8% 1) e B 1 B 2 A P B kT B A R I AR,
N SR I FR R AT N OCBRRHE 2 T A I, A
SR 8 T 10 R R 2 T R0 4% 22 ARG T B s
AR P 8 s 3 o 3 T B, LB AR A %
SEAE T S A R [ G s s, a2 a
(BRI B ) B R RS i TR, RS i@
AR R AT RE b R E A G5 5, A A
FIRE 1 T A 08 WA F B, KPR b ORAIE



Vag- I 1515 5 A 2 A

H9%

1B P 8% B AT A7 1
3.2.1 AAZYEE LA R4 AES mE

A 435 1) IR 2 — e LA T B0 P 50 o % 5 B
Can S B SRR B EHAE, B 1
W, AR E A B e R — R
IR, 1 BlackEnergy2 2 8 FH AH 7] 25 4 i 2%
5. Uk, XAE 7 ESEE nEyLE] 3 28
Toh VR 9 8 A5 0 R 6k B TR 1 2 A R
%, BA—EMREM, SRimGEiiET AL

PEfEmES T, MIEE W R AR 2 3
S, FERAREEE IR T AR 4
H & (2, 7ENGomIa(E Rk e r 2Lail - 3e 3
PUREITRE ST, ASCHE AR T3 0o R %
(CBC) TAEEIAMIBIAZH AES & KAy )~
MR EE, H TS 3 Fr.

PASE—1E P EHLS C&C RS et s Sk,
S5 3, FTUEEIWE 4 s fsh %NS
BERE.

AP BROME
MEBEE CEEHIRT)
2
HIEL ) fo
EH L T 'I/\ ’
[ T - Oy .
- O WA
® ! ) _ @ F—AFh+ o BRICEI AR A
BHLERAT ﬁ}»“ ©#HE. : -
BRAF BB i
C&CIR%4% SO ESENL M
® T ( i
@ AR,
E 3 ZhA%H @G TAEHER
Figure 3 Framework of encrypted communication with dynamic secret keys
R 555 A LR AT
27 EHE Rk {2 P ML AR AR ENAE G

R K WEE B mEH AR SR

FFRIEE

R %5 % R T B EMEE .. N
R R b e W5 2 ISR

AR 5545 MBI R 187 EHEH Bk

KRR g — X RLEEAF — R EIRIGRA S

A A R R TE BB

K4 Shass s meE i
Figure 4 Process of encrypted communication with dynamic secret keys

@ B EHUEE KN C&C ess sl fE k2.

@ A BEALAFT 5 £ R R o R 2
B EHLEAT A

@ KL R AIBEHLR T AR 218 L.

@ fE)7 EHISATE AL R, I Y]
46 ABS INEHE, XF —AREINE AT
ik

© B/ BV I E R B B A% C&C



ERE KSR TR T FRAR 7 46 Y 2 A Tk 49 -

i &

® C&C R&#WENEEG, MEHEPE 3L
FXF RAE S EHL B AT, A5 A
) () 25 BH A R S AR B, R R TR

@ HTHEMLIEE, BEESERQMERE,
B HDSBROY R ISR B RN R, o,
RIE B SRS N — UGl G BT 5 A
T

® C&C k% akiH B IES R E L.

© @] =W 5P ROM R AT AT
FEATEEL,  [FIB R AR S, SRECE — kT
MR F5m4, BEEPEREOZELEOMITRE.

W BRI, INEEH. C&C AR
A5 BAE 7 EHUIRENE B2 2] T % R
P, I H Bl NS %9 5 A5 N o b g2 1
MEFE AN, AT A4 3 ) RF T R R T W
AR LR AT e SB[ IR, AL
TE 2 A ORVE BT R A T e A N R B
T E AR ALR TS N ERAE, DT B AL
A A S R, DLORUE B — IR % B 1 P
— M, AT AE B R T B R TAT . 45 R
fiTid, shA&S%4H AES Il LAg fihig e
D) 8% 42 1) (1) 22 A 1, v I 15 U 0 1 6 B ek A
o Hrae
322 REHE LIRFGELHL TEHG

W, A BT P R R B LR
BIEF R IE—A TP bk (1) 575 17 ) i 4 L, 2B
FECIP HEENTRLL . N T SR A A, AL
Wit T —F C&C JR55 e PdiT 7% 7 iR 18 =i i3
L RIE R, B3t TES E
PUEHEFE ML DA ORE 7 EVLIIEL R,
fE 7 2 AT AEE . IRSS BT A2 5 EENLHR
SHLWE 5 Fros.

I F% WL 5 E N AE AR — E AR [F 2
hb, RN SA AR IR R ALH] 32 A
T3 C&C MR 55 #8158 5P AT 0] S5, A 0 2t A
HATHERAE, JB T H C&C R4S % R —Fh 3=
S EEAT s BRI, EENLEI S C&C RS
A8 E T 38 ) ) 2% P BE K B BE B T ML TP He
Bk A% T BUR B R 0 3 5T AT B R
J& T AR 7 3 B S 1 — ol e B ) £ e A 3 1
1T H -

RIGFFE IR

(b) FAEHLHPREHL

K5 RS ST 5 EENHIREHL
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Figure 6 The abstract model of botnet testing diagram
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Figure 7 The increase of botnet size in simulation testing
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